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1. CHUCOK COKPAILIEHUI U OBO3HAUEHUM

ABC - aHTUBHUPYCHBIE CPEJICTBA

APM - aBTOMAaTH3UPOBAHHOE paboyee MecTo

AC - aBTOMAaTU3UPOBAHHAsl CUCTEMA

AC31 - ABTOMAaTU3MPOBAaHHAS CUCTEMA B 3ALIMIIEHHOM UCTIOJIHEHUU
BU - BUpTyajbHas HHPPACTPYKTypa

b - nHpOpMaLMOHHAs O€30MaCHOCTh

nC - nHpOpMaIIMOHHAS CHCTEMaA

UCIIdn - nH(OpMAIMOHHAS CHCTEMa MEPCOHANTBHBIX JaHHBIX
JIBC - JIOKaJIbHasl BBIYMCIIUTEIbHAS CETh

MUC - MEIUIIMHCKasA H(POPMAIIMOHHAS CHUCTEMa

M3 Pb - MunucrepcTBo 31paBooxpanenus Pecriyonuku bypstus
MD - MEXCETEBOM dKpaH

PMUAIL - PecriyOnukanckuii MEUITMHCKUN HH(POPMAITMOHHO-aHATTUTHYECKUN TIEHTP
oC - OlepaIMOHHas CUCTEMA

OTCC - OCHOBHBIE TEXHUYECKHE CPEACTBA U CUCTEMBI

I[11n - IEPCOHAJILHBIE TaHHBIE

[IMB - IPOrpaMMHO-MaTEMAaTUYECKOE BO3ICUCTBHE

11O - MPOTpaMMHOE 00eCTICUeHHE

I[IOMHUH - I0OOYHBIE 3JIEKTPOMATHUTHBIE U3YYE€HUsI U HABOJIKH
CA3 - CUCTEMA aHaJIn3a 3alUIIEHHOCTH

C3U - Cpe/ICTBA 3aIIUTHI HH(OPMALIUU

C3I1u - cuctema (MoACKCTEMA) 3aIMUThI IEPCOHATIBHBIX TAHHBIX
CK3H1 - CpeaCcTBa KPUNTOTpaPUIECKOM 3anuThl HH)OpMAIUn
COB - cuctemMa oOHapyKeHHs BTOP>KEHUI

TC - TEXHUYECKOE CPEACTBO

VBIIIu - YIpO3bl 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX

C3KMU - cucrema (rmoacuctemMa) 3auThl KOHPUACHIMAIBHOW HH(DOpMAIUN
KM - KoH(UIeHITMATbHAS WH(OPMAIIHS

YBKU - YIpO3bl 0€30MaCHOCTH KOH(MUICHIINATLHON HHPOPMAITIH
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2. TEPMHUHBI U OITPEJAEJIEHUSA

ABTOMATH3MPOBAHHAsA CHCTeMa — CHUCTEMa, COCTOSIAsl M3 MEpCOHaJla U KOMILUIEKCa
CPEICTB aBTOMATH3AllMU €ro JAESITeNbHOCTH, peaiu3yomas HWHGOPMAIMOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAHOBIICHHBIX ()YHKITHIA.

ABTOMATM3MPOBAHHAA CHCTeMa B 3alMIIeHHOM wucnogHenuun (AC3HU) —
ABTOMATH3MPOBAHHAS CHUCTEMa, peanmsyiomas WHOPOPMAIMOHHYIO TEXHOJOTHIO BBITIOJHEHUS
YCTAaHOBJICHHBIX (DYHKIIM B COOTBETCTBHM C TpPeOOBAaHUSAMH CTAaHAAPTOB | (WJIM) WHBIX
HOPMATUBHBIX JJOKYMEHTOB I10 3aIUTe WH()OPMAIIHH.

A/IeKBaTHOCTb — CBOWCTBO COOTBETCTBUS IIPEAHAMEPEHHOMY TIOBEICHHUIO U PE3YJIbTaTaM.

ATaka — [eTieHanpaBiIeHHbIC JCHCTBUS HApYIIUTENs C UCIOJIb30BAHUEM TEXHUYECKUX U
(W) TMPOTPaMMHBIX CPEICTB C IEbI0 HAPYIICHUS 3aJaHHBIX XapaKTePUCTUK O€30MacHOCTH

samummaemor CK3U wiu ¢ 1uesnpio co3/1anus YCIOBHM JIJIst 3TOTO.

AyTeHTI/I(l)I/IKaI[I/IH OTHPABUTEAA JAHHBIX — IMOATBEPKACHUE TOI'0, 4YTO OTIIPABUTEIIb

MOJIYYCHHBIX JAHHBIX COOTBETCTBYCT 3asBJICHHOMY.

Be3onacHocTh — COCTOSIHME 3aIUIIEHHOCTH H3HEHHO BaXXHBIX HHTEPECOB JIMYHOCTH,
o011ecTBa M rocyJapcTBa OT BHYTPEHHUX U BHEIIHUX YIpo3.

Be3onacHocTh 00beKTa — COCTOSIHHE 3AIIUIIEHHOCTH 00BEKTa OT BHEITHUX M BHYTPEHHUX
yIpos3.

Be3onacHocTh TMEpPCOHANBHBIX JAHHBIX — COCTOSHUE 3alUIIEHHOCTH MEPCOHAIBHBIX
JAHHBIX  XapaKTepU3yeMoe  CIOCOOHOCTBIO  IOJb30BATENEH, TEXHUYECKUX CPEACTB U
MH(POPMAIIMOHHBIX TEXHOJIOTUH 00eCTeYnTh KOH(HUACHIUAIBHOCTD, EIOCTHOCTh U JIOCTYITHOCTD
IEPCOHAJBHBIX JAHHBIX NIPU UX 00pabOTKe B MHPOPMALIMOHHBIX CUCTEMaX IEPCOHAIBHBIX JaHHbIX.

bBiokunpoBanne mnepcOHANBHBIX [JaHHBIX — BPEMEHHOE IIpeKpalieHue cOopa,
CUCTEMAaTHU3alMH, HAKOIUICHUS, HCIIOJIb30BAHNS, PACIIPOCTPAHEHM S, IEPCOHAIBHBIX JAHHBIX, B TOM
4HClIe UX NepeadH.

Bupyc (KoMnblOTepHbI, NPOrpaMMHBINA) — HCHOJHSIEMBIA NPOTPaMMHBIN KOA WIH
MHTEPIPETHUPYEMbIi HA0Op MHCTPYKIMHA, 00Jagaromuil CBOWCTBAMH HECAHKIIMOHUPOBAHHOTO
pacnpocTpaHeHuss U caMmoBocnpousBefeHus. Co3laHHble AyOJIMKAaThl KOMIBIOTEPHOTO BHpYyca He
BCEr/la COBIAAAI0T C OPUTUHAIOM, HO COXPAHAIOT CIIOCOOHOCTH K JAalIbHEHIIEMY paclpOCTpaHEHUIO
U CaMOBOCIIPOU3BEACHHUIO.

BcerpanBanue CK3M — npouecce noaxmoueHnss CK3M k TEXHHYECKUM U MPOrpaMMHBIM
CpEIICTBAaM, COBMECTHO C KOTOpPBIMM IMPEAINOJIaraeTcsi €ro ITaTHOe (QYHKIMOHUPOBAaHUE, 3a
UCKJIIOYEHHEM IIPOLIECCa MHCTAIIISILIUH.

BpenoHocHasi mporpamMmma — 1@porpamma, MpeAHAa3HAuYe€HHas /I OCYILECTBICHHS
HECAaHKLIIMOHUPOBAHHOTO JOCTYyNa U (WIM) BO3ACHCTBHS HA MEPCOHAIBHBIE JAHHBIE WM PECYPCHI

MH(POPMALIMOHHON CUCTEMBI IEPCOHAJIBHBIX IaHHBIX.



BcenomoraresibHbIle TeXHHMYECKHE CPeACTBA M CHCTeMbl — TEXHHUYECKHE CpEICTBA U
CUCTEMBI, HEe NpeHAa3HAaYCHHbIC IJIs Mepenadyd, 0OpaOOTKM U XpaHEHUS MEePCOHAIBHBIX JaHHBIX,
yCTaHaBIIMBAaE€MbIE COBMECTHO C TEXHUYECKUMH CPEICTBAMH U CHUCTEMaMH, NTpeIHa3HaAYE€HHBIMU 15
00pabOTKM NEepCOHANbHBIX JAaHHBIX WIM B TIOMEIICHUSX, B KOTOPBIX YCTAHOBIICHBI
MH(OPMaLIMOHHBIE CUCTEMbI IEPCOHAJIBHBIX TAHHBIX.

JJokyMeHTHPOBaHHbIE (ZexIapupoBaHHbBIEC) BO3MO’KHOCTH o (TC) -
¢ysakumonanbHble Bo3MoxkHOCTH 11O (TC), onucannsie B fokymenTanuu Ha [10 (TC).

JocTtynm B OnepanmHOHHYK Cpely KOMIbIOTepa (MHGOPMAIMOHHOM CHCTEMBI
NEePCOHATBbHBIX JAHHBIX) — [IOJyYEHUE BO3MOXHOCTH 3allyCKa Ha BBIIIOJIHEHUE IUTATHBIX KOMaHI,
(GyHKLIUH, TpoLeayp ONepalMoOHHON CUCTEMBbI (YHUUTOXKEHHUS, KOIIMPOBAHUS, IEPEMELICHUS U T.11.),
UCTIOJTHAEMBIX (DaiiJIOB MPUKIIAJHBIX TIPOTPAMM.

Joctyn kK HH(pOpPManMu — BO3MOXKHOCTh MOTY4EHUs] HH(POPMAIIUK U €€ UCTIOIb30BAHMUS.

7Ku3HeHHO BasKHbIe MHTepechl — COBOKYITHOCTh TOTPEOHOCTEH, YOBIETBOPEHNE KOTOPBIX
Ha/IeKHO 00eCHeunBaeT CYIIECTBOBAHWE W BO3MOYKHOCTH IPOIPECCHBHOTO PAa3BUTHUS JIMYHOCTH,
oO111ecTBa v rocyapcTaa.

3akya04yHOe YCTPOMCTBO — DJIEMEHT CpeIcTBAa CbheMa HHPOPMALMH, CKPBITHO
BHEAPSEMBIN (3aKJIaJbIBAaEMbIi MJIM BHOCHMBII) B MECTa BO3MOXKHOT'O CheMa MH(POpMaLuH (B TOM
quciae B OrpPaxJIeHHe, KOHCTPYKLHUIO, 0O0OpydOBaHUE, MPEAMETbl HHTEphEpa, TPAHCIOPTHBIE
CpPEe/CTBA, a TAKXKE B TEXHUYECKHUE CPEACTBA M CUCTEMbI 00pabOTKH HH(POPMAITUH).

3ammmaemas uHpopmManus — UHQoOpMaLUs, ABIAIOLIAACA PEIMETOM COOCTBEHHOCTH U
MoJyIesKalnas 3almTe B COOTBETCTBUU C TPEOOBAHUSIMHU ITPABOBBIX IOKYMEHTOB MIIM TPEOOBaHUSIMH,
yCTaHaBIMBAEMbIMH COOCTBEHHUKOM HMH(OpMaIIUH.

NnenTndukanus — npucBoeHre cyobekTaM 1 00beKTaM J0CTyma uaeHTH(GUKaTopa u (HUin)
CpaBHEHHE MPEIbSIBIAEMOr0 UACHTH(PHUKATOPA C IEPEUHEM ITPHUCBOCHHBIX UIEHTH(PUKATOPOB.

WHcTannsanus — yCTaHOBKa IIPOrpaMMHOIO IpOJAyKTa Ha KoMmbrorep. MHctammanus
OOBIYHO BBIMOJHAETCS O] YIPaBJIE€HUEM HMHCTAJUISITOpA — IPOrpaMMBbl, KOTOpasi MPUBOJUT COCTaB
U CTPYKTYpY YCTAQHaBJIMBAEMOI0 IPOrPaMMHOIO M3/eIHMS B COOTBETCTBUM C KOH(Urypauuein
KOMIIBIOTEpa, a TaKKe€ HACTpauBaeT IPOrPaAMMHbBIE IapaMeTphl COTJACHO THUIlY HMEIoLIecs
OTIEPALIMOHHOM CHCTEMBI, KlaccaM pellaeMbIX 3ajJad M pexuMaMm paboTel. Takum oOpaszoM,
MHCTAJJISAUUS  JIelaeT MPOrpPaMMHBIM TMPONYKT MPUTOJHBIM JJI HCIOJIb30BaHUS B JIAaHHOM
BBIUMCIIUTEIPHOW CHCTEME W TOTOBBIM pEIIaTh ONPEIENIECHHBIM Kiacc 3aJady B OIPEIEICHHOM
pexumMe paboThl.

HNudopmanuonnasa cucreMa — COBOKYMHOCTh — cojaepkaumieiics B 0azax  JIaHHBIX
UHpOpPMALIMU U 00ecreunBaloNX ee 00paboTKy MH(POPMAIIMOHHBIX TEXHOJIOTHHA M TEXHHYECKUX

CpCACTB.



NudopmanuonHasi cucreMa NepCOHAJBHBIX JAHHBIX — 3TO MH(OpPMAIMOHHAs CUCTEMa,
MpeICTaBsIoNas cCo00i COBOKYIMHOCTh MEPCOHATBHBIX JaHHBIX, COAEPKAIINXCS B 0a3e NaHHBIX, a
Takke WHOOPMAIMOHHBIX TEXHOJIOTHMH M TEXHHUYECKUX CPEACTB, IMO3BOJSIONIMX OCYIIECTBIATH
00paboTKy TaKuX MEPCOHANBHBIX JAHHBIX C WCIOJB30BAaHHMEM CPEACTB aBTOMATH3allUK WM Oe3

HCIIOJIb30BAHUA TaKUX CPEACTB.

HNudopmaniuoHHO-Te 1€ KOMMYHHKANIMOHHAS ceTh — TEXHOJIOTHYECKast cucTema,
IpeaHa3HaueHHass s 1epefayd Mo JUHUAM CBSI3M  MH(QOpPMAalWu, JOCTYH K KOTOPOM
OCYIIECTBIISICTCS C UCTIOIB30BAHUEM CPEJICTB BEIYUCIUTEIILHOW TEXHHUKH.

HNudopmanuoHHO-Te 1€ KOMMYHUKAIIMOHHAS ceThb o01ero N0JIb30BAHUSA —
MH(QOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHASL CETh, KOTOpas OTKPBITA JUIS HCIOJIB30BAHUS BCEMHU
(bu3MYEeCKUMU U IOPUIWYECKUMH JUIAMH U B yCIyraX KOTOPOM 3THM JUI[aM HE MOXKET OBITh
OTKa3aHo.

NudopmanuonHbie TEXHOJOTHM - TMPOILIECCH, METOABl IOHCKa, cOOpa, XpaHEHUs,
00paboTKH, MPETOCTABICHUS, PACTIPOCTPAHEHUST HHPOPMAIIMH U CIIOCOOBI OCYIIECTBICHUS TAKUX
MPOLIECCOB U METOJIOB.

Nudopmanus — ceegennss  (CooOUmeHUs, JaHHBIE) HE3aBUCUMO OT  (GOpPMBI  HX
Ipe/ICTaBICHHUS.

Hcnoab30BaHue TMeEePCOHAJBHBIX JAHHBIX - JEHCTBHA (Omepamuu) C MEPCOHATBHBIMH
JAHHBIMH, COBEpLIaeMble OMNEPAaTOPOM B MLENAX NPUHATUS PEIICHUNH WIM COBEPIICHUS HHBIX
JeHCTBUH, MOPOKAAIOIUX IOPUINYECKHE TOCIEACTBUS B OTHOIICHHM CYOBEKTa IEepCOHAIBbHBIX
JAHHBIX WM JPYrUX JHI JHO0 WHBIM 00pa3oM 3aTpardBalolIMX TIpaBa M CBOOOABI CyOBEKTa
MEPCOHATBHBIX JAHHBIX WU IPYTUX JIMIL.

Kanaua araku — cpena nepeHoca ot cyobekTa K 00BEKTY aTakd (a, BO3SMOXKHO, M OT 00BEKTa
K CYOBEKTY aTaku) IEHCTBHIA, OCYIIECTBISEMBIX ITPH MIPOBEACHNH aTaKH.

KonduaenunanbHocts uMH@oOpManuu — o0A3aTeNIbHOE U BBINOJIHEHHUS  JIMIIOM,
MOJYYMBIIUM JIOCTYIl K OIpeaeseHHoH uH(popManuu, TpeOoBaHHME HE IepelaBaTh TaKylo
nH(pOpMaLIHIO TPETHUM JUIaM 0e3 corjiacust ee o0aaaaTens.

KonpuaeHInaIbHOCTh MEPCOHAJBHBIX [JAHHBIX — 00s3aTelabHOE Il COONIOJEHUS
OTIEPaTOPOM WIJIM WHBIM TOJYYUBIIMM JOCTYI K IEPCOHAIBHBIM JIaHHBIM JIUIIOM TpeOOBaHUE HE
JIONyCKaTh UX pacmpocTpaHeHue 0e3 coryiacusi CyObeKTa NMepCOHAIBHBIX JAHHBIX WM HAJIUYMS
WHOT'O 3aKOHHOT'O OCHOBAHHSI.

KonTpoaupyemasi 30Ha - 3TO MpPOCTPAHCTBO (TEPPUTOPHS, 3[aHHUE, 4YaCTh 3JaHMA,
MIOMEIICHHUE), B KOTOPOM HCKIIIOUEHO HEKOHTPOJIUPYEMOe MpeObIBaHNE MTOCTOPOHHUX JIUI], & TaKKe
TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTEPUAIBHBIX CPEJICTB.

Me:xceTeBOii JIKpaH — JIOKalbHOE (OJHOKOMIIOHCHTHOE) WM  ()YHKIIMOHAJIHHO-

pacmpeieieHHOe TporpaMMHoOe (IIPOrpaMMHO-aMNIapaTHOE) CPEJICTBO (KOMILIEKC), pealu3yroliee



KOHTPOJIb 32 MH(opMaluel, mocrynaromeil B ”HPOPMALMOHHYIO CUCTEMY NEPCOHATBHBIX JTaHHBIX
U (WIM) BBIXOASIIEH U3 HH(OPMAIIHOHHON CUCTEMBI.

Monesb HapyHIMTEJIsl — IPEIIOJIOKEHHS O BO3MOXKHOCTAX HApPYyIIMTENs, KOTOPBIE OH
MOJKET HCIIOJIb30BaTh AJISl pa3pabOTKU M NPOBEJCHHS aTak, a Takke 00 OrpaHMYEHUSAX Ha 3TU
BO3MOKHOCTH.

Mopaeb yrpo3 — nepedeHb BO3MOXHBIX yIpo3.

Hapymureas (cy0beKT aTaku) — IuIO (MM WHULOUUPYEMBIA UM IPOLECC), MPOBOASILIEE
(mpoBoAIIHMil) aTaky.

Hapyummreiib 6€30MacHOCTH MEPCOHATBbHBIX JAHHBIX — (PU3UYECKOE JIUIO, CITYIaiHO HITH
NpEJHAMEPEHHO COBEpLIarollee JCWCTBHS, CIEACTBUEM KOTOPBIX SBISCTCA  HapylleHHUe
0€30MIaCHOCTH TIEPCOHANBHBIX JaHHBIX MPH HUX O0O0pabOTKE TEXHUYECKUMHU CpPEICTBAMH B

I/IH(I)OpMaLII/IOHHI)IX CUCTCMax NEPCOHAJIbHBIX NaHHBIX.

HeraruBHbie (pyHkuHOHAIBHBIC BO3MOKHOCTH — JOKyMEHTHUPOBAHHbIE u
HEJJOKYMEHTHPOBAHHBIX BO3MOKHOCTH MPOTPAMMHBIX U arnmapaTHbiX komnoHeHToB CK3U u cpesp
dbyaxkunonupoBanuss CK3U, no3sossttoniue:

- MoauduuupoBaTh MIM HUCKaxaTh anroputM pabotsl CK3UM B mpomecce wux
UCITIOJIb30BAHUS;

- MoauHUIHMPOBATh WM HMCKaXaTh HWHMDOPMAIMOHHBIC WM YIPABISIOMIAE MOTOKH W
Mpolecchl, CBsa3aHHbIe ¢ pyHknuonupoBanrnem CK3U;

NoJIy4aTh JIOCTYN HApYLIUTEISIM K XPaHAIIMMCS B OTKPBITOM BHJI€ KJIIOYEBOM,
UICHTUQUKAMOHHON M (WiM) ayTeHTHduuupyoomeid uHPOpMaluy, a TakkKe K 3alMIaeMou
uHpOpMaIUH.

HenexnapupoBaHHble BO3MOKHOCTH — (YHKIMOHAJIbHBIE BO3MOXHOCTH CPEJICTB
BBIYMCIIUTEIIbHOM TEXHHKH, HE OINUCAHHBbIE WIM HE COOTBETCTBYIOLIUE OMNHCAHHBIM B
JIOKYMEHTAIIMH, TPU MCIOJb30BaHUU KOTOPBIX BO3MOXXHO HapylleHHe KOH(UICHIIMATIbHOCTH,
JOCTYITHOCTH HWJIU IIEIOCTHOCTH 00pabaThiBaeMoil HH(pOpMAaIIHH.

HecaHKIIMOHUPOBAHHBIA J0CTYN (HECAHKUMOHMPOBAHHbIE [eHCTBUSI) — JOCTYyN K
nH(pOpMalUY WK EeUCTBUS ¢ WHpOpMalMel, HapyIIalue IpaBuia pa3rpaHUYeHus] TOCTyMHa C
WCIIONB30BAHUEM INTAaTHBIX CPEACTB, MPEAOCTABISIEMBIX WHOOPMAIMOHHBIMA  CHCTEMaMH
NEPCOHAJIbHBIX TAHHBIX.

Hocurtens undgopmanuu (HocuTeIb CBeleHHIT) — QU3MUECKOE JTUI0 WM MaTepUuaabHbII
00BEKT, B TOM 4Hclie (hrU3nueckoe moie, B KOTopoM HH(OpMaIUs HAXOAUT CBOE OTPaKEHUE B BUIE
CHUMBOJIOB, O00pa3oB, CHUTHAJIOB, TEXHHUYECKUX PEIICHHMH M MPOIECCOB, KOJMYECTBEHHBIX

XApaKTCPHUCTHK (1)I/I3I/IIIGCKI/IX BCJINYHH.



OOe3M4YnBaHNe TNEPCOHANBHBIX [JAHHBIX - JEHCTBHUA, B pe3ylbTaTe KOTOPBIX
HEBO3MOXHO OIPEJEIUTh NPUHAAJICKHOCTh MEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHATBHBIX TAHHBIX.

Oo0aagarens HWHEPOPMALMU — JIMIIO, CAaMOCTOSATENBHO CO3JaBiiee HHGOpMAIUIO JHOO
MOJIyYMBILIEE HA OCHOBAHWHU 3aKOHA WJIM JOrOBOpa MpaBO pa3pelaTh WM OrPaHUYUBATh JTOCTYI K
uHpOpMaINH, ONpeeNnsieMol 0 KaKUM-THO0 MpU3HAKaM.

O0padoTKa NepcOHAJBHBIX JaHHBIX — JICHCTBUS (ONepalym) ¢ NepcoHaIbHbIMU JaHHBIMU
BKJIFO4ast cOOp, cUCTEMaTHU3allnIo, HAKOIJICHUE, XpaHEHUe, YTOUHEeHUe (0OHOBIIEHUE, U3MEHEHUE),
WCIIOJB30BAHUE, PACIPOCTpaHEHHE (B TOM 4HCIE Iepenady), o0e3n4YuBaHue, OJIOKMPOBAHHE,
YHUYTO)KEHHUE NI€PCOHANIBHBIX JaHHbIX.

OO0menocTynHble NepcOHAJIbHbIE JaHHbIe - [I€PCOHAJbHBIE JIAHHBIE, JIOCTYI
HEOIPaHUYEHHOI'0 Kpyra JHUI[ K KOTOPbIM IPEIOCTaBICH C COIJIacUsl CyOBEKTa NEepCOHAJIbHBIX
JAHHBIX WJIM Ha KOTOpPbIE B COOTBETCTBUHM C (peJepajbHbIMU 3aKOHAMHM HE PacHpOCTpPaHSETCS
TpeboBaHUe COOIOICHNST KOHPUACHITNATBHOCTH.

O0bekT HHEPOPMATH3ALUMM — COBOKYITHOCTh MH(OPMALMOHHBIX PECYPCOB, CPEACTB U
cucteM 00pabOTKM MH(OPMAIUH, UCIOIb3YEMBIX B COOTBETCTBUU C 3a/JaHHOW MH(OPMAIMOHHON
TEXHOJIOTHEH, cpencTB obecreueHus: oObeKTa WHGOpPMATHU3ALMU, MOMEUICHUH WIH OOBEKTOB
(31aHuM, COOpPYKEHUH, TEXHUYECKUX CPEJICTB), B KOTOPBIX OHM YCTAHOBJIEHBI, WIH MOMELICHUS U
00BEKTHI, TpeTHA3HAUYCHHBIC IS BEACHHUS KOH(PHICHIIMATBHBIX IEPErOBOPOB.

OnepaTop nepcoHaJbHBIX JAHHBIX — I'OCYJapCTBEHHbIN OpraH, MyHULIMIIAIBHBIA Opra,
IOpUINYECKOe WM (U3NYECKOe JIMIO0, OpPTaHu3ylole W (WIM) OCYIIECTBISIONINE 00paboTKy
MEPCOHAIBHBIX JIAaHHBIX, a TaKXKe OIpeNessIouIie eJid U coaep:kaHue o0paboTKU MEepCOHATbHBIX
JTAaHHBIX.

OnyoukoBanHble BO3MOKHOCTH [IO mam TC — BO3MOXXHOCTH, CBEIEHUS O KOTOPBIX
coJepxKarcs B O0IEAOCTYHBIX OTKPBITBIX HICTOUHUKAX (TEXHUUYECKUE U JTI00bIE Ipyrue MaTepHabl
paszpaboruuka IO unu TC, monorpaduu, nmybmukaunu B CMU, marepuansl KoHbepeHUMHA U
npyrux ¢popymoB, uHpopmanus u3 cetu Internet u 1.1.).

IlepexBaT (MH(pOpMAaLMHU) - HEIPAaBOMEPHOE IMOJIyY€HHUE UHPOPMALUHU C UCIOJIB30BaHUEM
TEXHUYECKOTO CPEJCTBA, OCYLIECTBISIOIIEr0 OOHapyXeHHe, MpueM U 00paboTKy HH(OPMATUBHBIX
CUTHAJIOB.

IlepconasibHble aHHBbIe — r00as MH(OPMAIUA, OTHOCSINASACS K OIpPEeIIEHHOMY WIIN
oTpesieNIieMOMY Ha OCHOBaHUM Takoil mHpopManuu pusndeckoMy Jiuny (CyObeKTy NMepCOHAIbHBIX
JAHHBIX), B TOM 4HCJIe ero (paMuins, UMs, OTYECTBO, I'OJ], MECSI, JlaTa U MECTO POXKAEHUs, ajapec,
ceMeifHoe, colMaibHOE, UMYIIECTBEHHOE IMOJI0KEeHHe, 00pa3oBanue, npodeccusi, T0X0Ibl, Apyras

nHpopMmanus.



ITo0o4HbIe 2JIeKTPOMATHUTHBIC H3/Iy4YeHUs] M HABOAKH — 3JICKTPOMArHUTHBIE U3TYyYCHHUS
TEXHUYECKUX CPEJCTB OOpabOTKM 3ammiaeMord HH(GOpMAIMM, BO3HUKAIOIIME Kak MOO0YHOE
SBJICHUE U BBI3BAHHBIC AJIEKTPUYECKUMHU CHUTHAJIAMHU, JNEHCTBYIOLIUMHU B HMX DJEKTPHUUECKHUX U
MarHUTHBIX LENSAX, a TAK)KE 3JEKTPOMAarHUTHBIE HAaBOAKU 3THUX CUTHAJIOB Ha TOKOIIPOBOASILNE
JVHHUM, KOHCTPYKIUU U LIENH TUTAHUS.

Hoas3oBaTear UCIIH — nuio, yyacTtByomiee B (yHKIIMOHUPOBAHUU MH(POPMALMOHHOM
CUCTEMBI IEPCOHAIBHBIX JaHHBIX WU UCIOJb3YIOIIEe PE3yIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IHoab3oBaTenap —mno, yuactBywoomee B dkcmiyaraunn CK3W winm  ucnons3yromee
pe3yabTaThl ero (PyHKIMOHUPOBAHMUS.

IIpaBuna pasrpaHu4eHusi J0CTYNA — COBOKYIIHOCTb IIPAaBMJI, PEIVIAMEHTUPYIOLIUX IIpaBa
JOCTyIa CyOBEKTOB I0CTyNa K 00beKTaM J0CTyIa.

IIporpamMmmHuas 3aKJjiaika — KoJl IpOrpamMMbl, IPEAHAMEPEHHO BHECEHHBIN B IIpOrpammy C
IeNBI0  OCYHIECTBUTh YTEUKY, HW3MEHUTh, OJOKMPOBAaTh, YHHUYTOXHTH HWH(YOPMALHUIO WU
YHUYTOXKUTh W MOAM(PUUUPOBATH IpOrpaMMHOE obecreyeHrue HWHPOPMALMOHHOW CHCTEMBI
NEPCOHANBHBIX JaHHBIX U(MJIM) OJIOKMPOBATH allapaTHbIe CPEICTBA.

IIporpammHoe (MporpaMMHO-MaTeMAaTH4YeCKO0e) BO3JAeiCTBHE - HECAHKIIMOHHUPOBAHHOE
BO3/ICHCTBUE HA pECypChl aBTOMATH3MPOBAHHOM MH(POPMALMOHHON CHUCTEMBI, OCYILIECTBISIEMOE C
MCIIOJIb30BaHUEM BPEIOHOCHBIX IIPOTPaMM.

PacnpocTpaHeHHe NepCcOHANbHBIX JAHHBIX - JCHCTBUS, HalpaBiICHHBbIE Ha Iepefady
IEPCOHAJIbHBIX JAHHBIX OIPEIEIEHHOMY Kpyry JMIl (Iepefaya MepCOHAIbHBIX JAHHBIX) WINM Ha
O3HAKOMJIEHHE C NEPCOHAJBHBIMM JAaHHBIMM HEOTPAaHMYEHHOIO Kpyra JMI, B TOM YHCIE
oOHapoJ0BaHNE NEPCOHAIBHBIX TAHHBIX B CPEJCTBAX MaccoBOM HH(pOpMaluH, pa3MelleHHe B
MH(POPMAIIMOHHO-TEJIEKOMMYHUKAITMOHHBIX CETSIX MU MPEJOCTaBIEHUE JOCTYNA K MEePCOHAIBHBIM
JAHHBIM KaKMM-JIMOO UHBIM CIIOCOOOM.

Pecypc nH(pOpManMOHHOI CHCTEMBbI - IMEHOBaHHBIN 3JIEMEHT CUCTEMHOIO, PUKIAJHOTO
WM anmnapaTHoro odecnevyeHus GyHKIUOHUPOBAHUS MHPOPMAIIMOHHON CHCTEMBI.

CnenuanbpHas 3alIMTa — KOMIUIEKC OPraHU3allMOHHBIX U TEXHUYECKUX MEPONPUSATHUH,
o0ecreynBaroniX 3auUTy HHPOPMAIMK OT YTEUKH M0 KaHajgaM MOOOYHBIX U3yYeHHH U HAaBOJIOK.

CpencrBa MMHTO3AIIMTHI - alllapaTHbIE, MPOTrPAMMHBIE M aNIapaTHO-NPOrPaAMMHbIE
CpPEICTBA, CHUCTEMBbl UM  KOMIUIEKCHI, pEaJU3yIOIIUe  aJITOPUTMBl  KpUOTOrpaduyeckoro
npeoOpa3oBaHuss MHGOPMAIMM W TpeJHa3HAUYEeHHBbIE IS 3allUThl OT HaBA3BIBAHMSA JIOXKHOM
MH(pOpPMAIINH.

CpeacTBa KOIMPOBAaHMS - CPEJCTBA, PEAIN3YIOIIUE AITOPUTMbI KPHUITOrpaduyeckoro
npeoOpa3oBaHus HH(YOPMAIIUK C BHINMOJHEHHEM YacTH MPEOOPa30BaHMs ITyTEM PYYHBIX ONEpaIdii

HJIA C UCITIOJIb30BAHUCM aBTOMATH3UPOBAHHLBIX CPCACTB HAa OCHOBC TAKHX onepaunﬁ.
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CpeacrBa kpunrtorpauyeckoii 3amuTbl HHOPMAIMUA - CpeACTBA IMHQPPOBAHUS,
CPEICTBA MMHTO3AIUTHI, CPEICTBA KOIMPOBAHUS, CPEIACTBA 3JIEKTPOHHOHM IOANMCH, CPEICTBA
W3TOTOBJICHUS KIIIOYEBBIX JOKYMEHTOB (HE3aBHCHMO OT BHJa HOCHUTENS KIIIOUEBOM HMHOpMAIH),
KITIOYEBbIE JOKYMEHTHI (HE3aBUCUMO OT BHU/1a HOCUTEIIS KIFOUEBOM HH(pOpMAIHN).

CpencrBa mmdpoBaHusi - anmapaTHble, NPOrpaMMHBIE M aNNapaTHO-NPOTrPaAMMHbIE
CpeICTBa, CHUCTEMbl M  KOMIUIEKCBHI, pEaTU3yIolIe  aJrOPUTMBl  KPUITOrpaduyecKoro
npeoOpa3oBaHus MHPOPMALMU U MpeIHAa3HaYeHHbIE [ 3alIUThl MH(OpMalUK MpH Nepenade 1o
KaHajaM CBS3UM M (WJIK) JUIsS 3allUThl MHGOPMAIMM OT HECAHKIIMOHMPOBAHHOIO JOCTYMa IpH ee
00paboTKe U XpaHEHUHU.

CpencrBa 3JIeKTPOHHON NOANMUCH - MH(pPOBaIbHBIE (KpUNTOrpapuuecKue) CpelcTBa,
UCTIONIb3YEMBIE /ISl PeaTM3alnu XOTS ObI OJTHOW U3 CIEAYIONMX (QYHKIUN - CO3/TaHUE HIEKTPOHHOU
MOAINCH, MPOBEPKA IEKTPOHHOW MOJIMCH, CO3JaHUE KJIK0Ya IEKTPOHHOM MOANKMCH M KIIOYa
MIPOBEPKH JICKTPOHHOMN MOAHUCH.

CpencrBa BbIYMCIUTENbHONH TEXHUKH - COBOKYMHOCTh MPOTPAMMHBIX M TEXHHUYECKHX
9JIEMEHTOB CHCTEM OOpa0OTKM JaHHBIX, CIIOCOOHBIX (DYHKIIMOHHPOBATH CAMOCTOSITENIFHO WU B
COCTaBe JPYTUX CHCTEM.

Cy0obexkT pocryma (cy0ObeKT) — JIMIO WIM T[POUECC, JEUCTBUS  KOTOPOIO
periaMeHTHPYIOTCS MpaBUIaMH pa3rpaHUYEHUs JOCTYIa.

TexHuyeckue cpeacTBa HH(POPMALUMOHHON CHCTeMbl IEPCOHAJIBHBIX JAaHHBIX —
TEXHUYECKUE CPEJCTBA, ocyliecTristomue o0pabotky [1/1H (cpenctBa BbIUMCIUTEIHLHON TEXHUKH,
MH(OPMAIIMOHHO-BBIYNCIIUTENIbHBIE KOMITJIEKCH M CETH, CPEJICTBAa M CHCTEMBI Nepeauu, pueMa u
oOpabotku I1/IH (cpencTBa M CHUCTEMBI 3BYKO3AIMCH, 3BYKOYCHJIEHHS, 3BYKOBOCIIPOW3BEACHMS,
IIEPETOBOPHBIE M  TEJIEBU3MOHHBIE YCTPOMCTBA, CpEACTBA HW3rOTOBJICHUS, TUPAKUPOBAHUS
JIOKYMEHTOB W JApYrHe TEXHHUYECKHE CpeAcTBa OOpaOOTKHM pedeBOM, rpaduyecKoi, BUIACO- U
OyKkBeHHO-1IM(PPOBOH MHPOPMALIMH), TPOrPaMMHBIE CPEICTBA (ONepallMOHHbIE CUCTEMBI, CUCTEMBI
ynpaBjeHus 0a3aMH JaHHBIX U T.II.), CPEJCTBA 3aLIUTHI HHPOPMAIUN).

TexHnuyeckuii KaHaJ yTe4KH HMH(OPMALMM — COBOKYIHOCTb HOCHUTEN HH(pOpMaIH
(cpenctBa 00paboOTKM), (U3MYECKOW Cpeabl pacmpocTpaHeHuss WHGOPMATUBHOTO CHTHAla H
CPEeICTB, KOTOPBIMU JOOBIBAETCS 3aluIaeMast HH(OpMaIHs.

TpancrpannyHasi nepeaya nepcoHAJbHBIX JaHHBIX - IIepeiaya NePCOHANBHBIX JTAHHBIX
oneparopoM depe3 l'ocymapcrBennyro rpanuny Poccuiickoit ®enepauuu Oprasy BIIaCTH

MHOCTPAHHOTO rOCY/1apcTBa, PU3NUECKOMY WU FOPUINYECKOMY JIMIY HHOCTPAHHOTO TOCYapCTBa.

Yrpo3za 6e30mMacHOCTH — COBOKYITHOCTh YCIOBUH M (DaKTOPOB, CO3MAIOLIMX OIMACHOCTb
KH3HCHHO BaYKHBIM MHTEPECaM JINYHOCTH, OOIIECTBA U TOCYIapCTBa.
¥Yrpo3a 6e30nacHOCTH 00beKTa — BO3MOXKHOE HAPYIICHHE XapaKTEPUCTUKH 0€30MacHOCTH

00BEKTA.
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Yrpo3bl 6e30MaCHOCTH NMEePCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHM M (haKTOpOB,
CO3JAIOLIUX OIACHOCTh HECAHKUMOHUPOBAHHOIO, B TOM 4YHUCJE CJIy4alHOro, JOCTyla K
[IEPCOHAIBHBIM JIAHHBIM, pPE3YJIbTATOM KOTOPOTO MOXET CTaTh YHUYTOKEHHE, HW3MEHEHHE,
OJIOKMpOBAaHUE, KOIMUPOBAHHE, PACIPOCTPAHCHHWE TNEPCOHANBHBIX JIAaHHBIX, a TaKXKe MHBIX
HECAaHKIIMOHUPOBAHHBIX JAEHCTBUN NPHU UX 00paboTKe B MH(POPMALIMOHHON cHCTEME NIEPCOHANBHBIX
JAHHBIX.

YHUYTOKEHHE MEePCOHAIBHBIX JAHHBIX — JEHUCTBHS, B PE3YJIBTATE KOTOPOIO HEBO3MOXKHO
BOCCTAHOBUTH COJIEpP’KaHHE MEPCOHANBHBIX JaHHBIX B MH(MOPMALMOHHONW CHCTEME MEePCOHAIBHBIX
JAHHBIX WIM B PE3yJbTaTe KOTOPBIX YHHUYTOXKAIOTCS MATEPHUAIBHBIE HOCUTEIM IEPCOHAIBHBIX
JAHHBIX.

YpoBenb kpunrtorpagpuyeckoi 3amMTHI WHEQOPMALMHU — COBOKYITHOCTh TpPEOOBAHMH,

npeabsaBiasieMbix k CK3U.

YcnemHasi aTaka — ataka, JIOCTHUTIIAS CBOCH IIEIH.

YTeuka (3amuiaeMoii) HHGOPMAIUH MO0 TEXHUYECKHM KAaHAJIAM — HEKOHTPOJIHPYEMOE
pacmpocTpaHeHue WHQPOpPMAIMKA OT HOCHUTENS 3alluIaeMoil WHpopMamuu uepe3 (pusmueckyro
Cpely 10 TEXHUYECKOTO CPEICTBA, OCYIIECTBISIONICT0 IepeXBaT HH(POPMAITHH.

YNoTHOMOYEHHOE OMmepaTopoM JHIO — JIMIO, KOTOPOMY Ha OCHOBaHUH JIOTOBOpA
orepaTop mopy4aer 00padoTKy MepCOHAIBHBIX JTaHHBIX.

Y4eTHOCTh — CBOWCTBO, OOCCIICUMBAIOIIEE OJHO3HAYHOE OTCIICKMBAHUE COOCTBEHHBIX
NEUCTBUH JTIOO0TO JIOTHYECKOT0 00BEKTA.

YAa3BUMOCTS - HEAOCTATKU B CUCTEME, UCIIOJIB3YA KOTOPBIC, MOKXHO HAMCPCHHO HAPYIIWUTH
e€ 1eJIOCTHOCTh WJIU IIEJIOCTHOCTh COJACPIKAIIelcss B Hell MH(DOpMAIMK W BBI3BATh HEMIPABHILHYIO
paboTy CUCTEMBI.

XapakTepucTuKa (6e30MacCHOCTH 00beKTa — TpeOOBaHHE K O0BEKTY, WM K YCIOBUSM €TO0
CO3aHusA W CYHICCTBOBAHHA, WIN K I/IH(bOpMaHHI/I 00 00BeKTE U YCIOBUAX €r0 CO3JaHUA U
CYIIIECTBOBAHMS, BHIIMOJIHEHHE KOTOPOTO0 HEOOXOIMMO JIJIsi 00SCIICUCHHS 3alUIIIEHHOCTH KU3HECHHO
BaYKHBIX HHTEPECOB JINYHOCTH, OOIIECTBA UM TOCYIapCTBa.

LesocTHOCTH HHGPOPMAIHH - CTIOCOOHOCTh CPEICTBA BBIYMCIUTEILHON TEXHUKH WIIH
MH(OPMaIIMOHHON CUCTEMBI 00ECIIeYNBATh HEM3MEHHOCTh U IOCTOBEPHOCTh HH(POpPMAIIUU B

YCJIOBUAX CHy"I&ﬁHOFO Y/WIIH NpEeAHAMEPCHHOI'O UCKAXKCHUA (pa3pymeHI/I${).
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3. HOPMATUBHO-METOJNYECKOE OBECIIEYEHHUE

HacTosumii 1OKyMEHT coOCTaBiI€H B COOTBETCTBHH CO CIHEAYIOUIMMH JAEHCTBYIOIIMMU
HOPMaTHUBHBIMU IIPABOBBIMU JIOKYMEHTAMH 10 3aIUTE NEPCOHAIBHBIX JAHHBIX:

[1] - Denepanbubiii 3akon ot 27 wutonas 2006 roma Ne 149-®3 «O6 wunHpOpManuy,
MH(OPMAIIMOHHBIX TEXHOJOTHUSAX U O 3aIIUTE HHPOPMAIUI;

[2] - Denepanbublit 3akon o 27 utoms 2006 roga Ne 152-D3 «O mepcoHaIbHBIX JaHHBIX),

[3] - Denepanbublii 3akon ot 06 ampens 2011 roga Ne 63-D3 «O0 371eKTPOHHON TOATHCHY;

[4] - TpeboBanus K 3amMTe MEPCOHAIBHBIX JAaHHBIX MPH MX 00pabOTKe B MH(OPMAIIMOHHBIX
cUCcTeMax NEepCOHAJbHBIX JaHHBIX, YTBEPXKACHHOE NocTaHoBieHUeM [IpaBurensctBa Poccuiickoit
®denepanuu ot 1 HOsOps 2012 romga Ne 1119;

[5] - CocraB um conepxaHue OpPraHU3aLMOHHBIX W TEXHUYECKUX Mep IO 00EeCIeYeHUIO
0€30MacHOCTH TIEPCOHAIBHBIX JAaHHBIX TPH HX 00paboTke B HMHPOPMAIMOHHBIX CHCTEMax
NEPCOHATBHBIX JaHHBIX, YTBepkIeHHbIe TpukazoM OCTIK ot 18 denpanst 2013 r. No21;

[6] - TpebGoBanusi o 3amure WHGOPMALMHK, HE COCTABIIAIONICH TOCYIapCTBEHHYIO TaiiHy,
coJepxarieiics B roCyapCTBEHHBIX HH(POPMALIMOHHBIX CUCTEMaX, yTBepxkaeHbl mpukazoM GCTIK
Poccum ot 11 despans 2013 r. Nel7,

[7] - Metoauka onpeneneHust akTyalbHBIX YTPO3 0€30MaCHOCTH MEPCOHATBHBIX TaHHBIX MPH UX
o0paboTke, B MHOOPMAIIMOHHBIX CHCTEMax IEPCOHANBHBIX NaHHBIX (yTBepkaeHa 14 despans
2008r. 3amectureneM aupekropa PCTIK Poccun);

[8] - BazoBas momenb yrpo3 0€30MacHOCTH MEPCOHANBHBIX TAaHHBIX NMPU UX 00pabOTKe, B
MH()OPMALIMOHHBIX CHCTEMax IEPCOHATBHBIX JaHHBIX (yTBepkaeHa 15 despans 2008r.
3amectureneM agupekropa @CTOK Poccun);

[9] — TIpuka3z ®CB Poccun «O6 yrBep:kaenun CocTaBa M COAEpIKaHUS OPraHM3allMOHHBIX U
TEXHUYECKUX MEp MO O0eCTeyeHnt0 0e30MacHOCTH MEePCOHANBHBIX NaHHBIX NMPU UX 00paboTke B
MH(OPMALIMOHHBIX ~ CHUCTeMaX  IEepPCOHAJbHBIX  JAHHBIX C  HCIOJB30BAaHHEM  CPE/ICTB
KpUNTOrpaguuecKo 3amuTbl HHYOpMAIUK, HEOOXOAMMBIX JJISi BBINOJHEHHS YCTAaHOBJIEHHBIX
[IpaButenscTBOM Poccuiickoit denepanuu TpeOOBaHUN K 3alUTE MEPCOHATBHBIX JAHHBIX IS

Ka)KJ0ro U3 ypoBHeH 3auumeHHocti» oT 10 urong 2014 r. Ne 378.
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4. OBLIME ITOJOXEHUA

Henbto nHacrosimeidt [lomutuku sBisiercs obecredeHne O€30MaCHOCTH  MEPCOHATBHBIX
JaHHBIX, OOpabaTbiBaeMbIX B  HMH()OPMAIMOHHBIX  CHCTEMax  MEPCOHAJIBHBIX  JAaHHBIX
MyHunMnaibHOro 00111e00pa30BaTEILHOTO YUpPEXKIECHUS ConoHeYHHHCKas cpenHsas
obmeodpaszoBatenpHas mkona (manmee — MOY Cononeunnnckas COILl) ot Bcex BHIOB yrpo3s
BHEIIHUX W BHYTPEHHHX, YMBIIUICHHBIX M HENpeIHAMEPEHHbIX, MHUHUMH3aIMsA ymepbda ot
BO3MOJKHOM peanuzaruu yrpo3 6e3zonacHoctu [11a (YBITI#H).

besonacHocTh IIEPCOHAJIBHBIX JAHHBIX JIOCTUTACTCS nyTeM UCKITIOUEHHS
HECAaHKIIMOHUPOBAHHOTO, B TOM 4YHCJIE CIy4yailHOro, JOCTylla K IE€PCOHAJIbHBIM JAHHBIM,
pe3yabTaToOM KOTOPOTO MOXKET CTaThb YHMUTO)KEHUE, U3MEHEHHE, OJIOKMpOBaHHE, KONUPOBaHHE,
pacnpocTpaHeHHe NEPCOHATBHBIX JAHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBHA.

WNudopmanus u cBsizaHHbIE C HEW pecypchbl JOJKHBI ObITh JOCTYIHBI JJI1 aBTOPU30BaAHHBIX
nojp3oBarene. J{OMKHO OCYHIECTBIATbCS CBOEBPEMEHHOE OOHApy)KEHHE M pearupoBaHHE Ha
YBII/IH.

JI0KHO OCYIIECTBIIATHCS NMPEAOTBPAILEHUE [TPETHAMEPEHHBIX WU CIIy4alHbIX, YACTHUHBIX
WM TOJHBIX HECAHKIIMOHUPOBAHHBIX MON(UKALIUI MM YHUUYTOXKEHUS JTaHHBIX.

CoctaB 00BEKTOB 3alIUTHI IpeCTaBieH B [lepeune 3anmiaemMpIx pecypcos.

TpeOGoBanust Hacrosimed IloauTuku pacnpocTpaHsioTcs Ha Bcex ciyxkammx MOY
Cononeunnnckasgs COII (mITaTHBIX, BPEMEHHBIX, pabOTAaIOMIMX MO KOHTPAKTy), a TakXke BCeX
NPOYMX JIMI, TPHUBICKAEMBIX JUIsI BBHIMOJHEHUS pabOT W OKa3aHUs YCIOyr IO JIOTOBOpaM

(TOIPSITIMKH, ayAUTOPHI U T.11.).
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5. CUCTEMA 3AHIUTHI HEPCOHAJIBHBIX TAHHBIX

Cuctema 3amuThl nepcoHabHBIX JaHHBIX (C3I1/IH) cTpouTCsl HA OCHOBaHHH:

- Ilepeunst mepcoHaNbHBIX JAHHBIX, MOJJIEkKAIIMUX 3alIUTE (MEPEUHs 3alIUIAEMBbIX
pecypcoB);

- AkTa K1accupuKanuu HHPOPMAIMOHHOM CHCTEMBI;

- Mogaenu yrpo3 0e30macHOCTH NEPCOHAIBHBIX JaHHbIX;

- Monenu HapyIuTeNs;

- TexHMYECKOTO 3aJaHHUS,

- PykoBogsmux nokymentoB @CTIOK Poccun u @Ch Poccun.

Ha ocHOBaHMU 3THUX OKYMEHTOB OIIpe/essieTcsi He0OOXOJUMBIA YpPOBEHb 3alllMIIIEHHOCTH
[T UCIIJa B MOVY Cononeununckas COILIl Ha ocHoBaHMM aHanu3a akTyalbHBIX YIPO3
oe3omacHoctu I1JIH, ommcanHoro B Mojenu yrpos, JAelaeTcsl 3aKIIOYeHHe O HeoOXOIUMOCTH
WCIIOJIb30BAHUSl TEXHUYECKUX CPEICTB W OPraHM3allMOHHBIX MEPONPUATHIl Ui oOecrnedyeHus
6e3omacHocTH [1/]H. BeiOpanHbie HEOOXOAMMBIE MEPOTIPHUATHS OTpakaroTcs B [Imane meponpustuii
1o o0ecrneueHuto 3amuThl [1/1H.

Jna WUCIIJH nomxeH OBITH COCTaBJI€H CIHCOK MCIOJNBb3YEMbIX TEXHHUYECKHX CPEJICTB
3allUThl, @ TaK >K€ MPOrpaMMHOTO OOecmedeHus, ydacTByromiero B obpaborke I[I/lH, Ha Bcex

anemenTax UCII/IH:
- APM nons3oBareneit;
- CepBepa NPHUIIOKEHUH;
- CYB/;
- I'panuna JIBC;

- KananoB mepenaum B cCeTH OOIIETO TMONB30BaHUS W (WMJIM) MEXKIYHAPOIHOTO

oOMmeHa, ecnu 1o HUM niepeaatorcs [1/1H.

B 3aBucumoctu ot yposus 3aunmmeHHoctd MCIIJIH n aktyansHbix yrpos, C3IIH moxeT

BKJIFOYATH CIACAYIOMHNE TCXHUICCKUEC CPCACTBAL
- aHTUBUPYCHBIC CPECACTBA JJI pa60q1/1x CTaHLIMH MOJIb30BaTENICH U CCPBCPOB;
= CpeaACTBA MCIKCETCBOI'O DKPAHUPOBAHUA

- CpCACTBa KpI/IHTOl"paq)I/I"ICCKOI\/‘I 3alIUThbI I/IH(I)OpMaI_II/II/I, Ipu nepeaavc 3allUIIaeMOM

I/IH(l)OpMaI_II/II/I 10 KaHaJlaM CBS3H;

- CpCaACTBa 3allMUTHI I/IH(I)OpMaI_II/II/I OT HCCAHKIMOHHUPOBAHHOI'O JOCTYyIla pa60q1/1x

CTaHLUH II0JIb30BATENIECH U CEPBEPOB;



15

—- CPpCACTBA aHAJIM3a 3alIUIICHHOCTH,

- cpeacTBa OOHAPYKEHHUSI BTOP)KEHUI.
Cnucok MCHOJIb3yeMBbIX CPEICTB JOJDKEH MOAJEPKUBATHCS B aKTyaJlbHOM cocTosHuu. [Ipu
U3MEHEHHH COCTaBa TEXHUYECKUX CpeAcTB 3aumuThl win 3aemeHToB MCIIJIH, cooTBeTCTBYIOLIME
W3MEHEHUS JIOJDKHBI OBbITh BHECEHBl B CIUCOK M YTBEPKIEHbI PYKOBOJIWUTEIEM WM JIULOM,

OTBETCTBEHHBIM 3a 00ecIIeYeHrE 3alIUThI HHH
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6. TPEBOBAHUS K IOACUCTEMAM C3I1JH
C3I1dn BKIIIOYAET B c€0sl CIICTYIONIHNE MTOICUCTEMBI:
- YIpaBJICHHUS JOCTYIIOM, PETHCTPALIUU U yUETa;

- oOeccIieueHus LEJIOCTHOCTHU U NJOCTYITHOCTH;

aHTHBprCHOﬁ 3allIUThI;
= MCKCCTCBOI'O SKpAHUPOBAHUS,;

= aHaJili3a 3allUIIICHHOCTH,

oOHapy’KeHHs BTOPKECHUH;

KpUNTOrpaduuecKon 3aIiuThl.

TpeboBanus k moxacucremam C3IIJ[H ompenensrOTcs Ha OCHOBAaHHMHM YCTaHOBJICHHOTO
YPOBHS 3allMIIEHHOCTH NepcoHalbHbIX AaHHBIX B WCII/IH, a Takke B 3aBUCUMOCTH OT Kjacca
3aIMIIEHHOCTH UH(HOPMAITMOHHON CHCTEMBI.

6.1. IloncucremMsbl ynnpaBJIeHHsI JOCTYIIOM, PETHCTPALMH H y4YeTa

[Toacucrema ynpapieHus JOCTYIIOM, PETUCTPALIUU U yUeTa MpeaHa3HaueHa ISl pealn3aiiu
CIEYIOIMUX (PYHKIIMA:

- I/II[eHTI/I(l)I/IKaHI/II/I n HpOBCpKa IIOAJIMHHOCTHU CY6T:€KTOB )IOCTyHa HpI/I BXOOC B
VCTI/Ix;

- I/II[eHTI/I(l)I/IKaHI/II/I TCPMHHAJIOB, Y3JI0B CCTH, KaHAJIOB CBA3HU, BHCIITHUX YCTPOﬁCTB 10

JJOT'M4Y€CKUM UMCHaM;

- UIeHTH(HUKANN TIPOTPpaMM, TOMOB, KaTajoros, (paisos, 3amucel, moyiei 3anucen

10 UMEHAaM,;

- peructpanuu Bxoja (BbIXoaa) CyObEKTOB JIOCTYIMA B CUCTEMY (M3 CHUCTEMBI), JINOO

perucTpanus 3arpy3ku 1 MHULHMAIU3aUH ONEepalliOHHON CUCTEMBI U €€ OCTaHOBaA.

- PETUCTpALMU MOMBITOK JOCTyIa MPOrPaMMHBIX CPEJICTB (Iporpamm, MpOLECCOB,

3a/1a4, 3aJJaHni) K 3aIIUIaeMbIM (daiaam;

- PETUCTpAaLMU MOMBITOK JOCTYNA MPOTPAaMMHBIX CPEICTB K TEPMHHAJIaM, KaHajam

CBSI3H, IPOrpaMMamM, TOMaMm, KaTajioram, (paiam, 3aucsimM, MOJIsIM 3aIUCeH.

[Momcucrema ympaBieHUs TOCTYIIOM MOET OBITh pealii30BaHa C TMOMOIIBIO IITATHBIX
cpeactB obpabotku [1/In (omepanmonnsix cuctem, npuwioxenuid 1 CYBJI). Tak ke moxeT ObITh
BHEJPEHO CIEIHUAIbHOE TEXHUYECKOE CpPEIACTBO MM HUX KOMIUIEKC OCYIIECTBISIONINE
AOMMOJIHUTCIIBHBIC MCPBI I10 aYTeHTI/I(bI/IKaLII/II/I U KOHTPOJIIO. HaHpI/IMCp, IMPUMCHCHUC CIHUHBIX

XpaHWIHIL YYETHBIX 3aluced MOJb30BaTeNIeld M PEerucTpaloHHON MH(GOpPMAlMH, UCIIOJIb30BaHNE
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OMOMETPUUYECKUX U TEXHUYECKUX (C MOMOIIBIO 3JIEKTPOHHBIX MPOIYCKOB) MEp ayTeHTU(DUKAIIMHN U

JIpYrux.
6.2. [Toacucrema odecreveHusl HEJOCTHOCTH U IOCTYITHOCTH
INoncucrema obecriedeHus: LETOCTHOCTH U TOCTYIMHOCTH MpeJHa3HaueHa il o0ecredeHus
uenoctHocTd M jgoctynHoctd I1/IH, mporpammubix u anmapaTHbix cpeacts MCIIH, a Tak ke
CPEJICTB 3alTUTHI, IPH CIIYIAHONW WM HAMEPEHHON MOIU(UKAIINH.
Iloncucrema peanusyercs C IOMOILIBK OPraHM3allMd  PE3EPBHOIO  KOMMPOBAHMS
o0OpabaTbhIBaeMbIX JJaHHBIX, a TAaK K€ pe3epBUpOBaHuEM KitodeBbIX 3emeHToB UCIT/IH.

6.3. [logcucTeMa aHTUBMPYCHOM 3aIUTHI
IMoncucrema aHTUBHMPYCHOM 3aIIMTHl NpeHa3HaueHa Juis OOecreueHHs aHTHBUPYCHOU

3alIUTHl CEPBEPOB U pabounx cTaHiui nomas3osatenein UCIIIH.

CpencTBa aHTUBUPYCHOM 3aIUTHI MIPEeIHA3HAUCHBI JUIsl pEaTM3alMU CISIYIOINUX (QyHKIUNI:
- PE3UACHTHBIA AaHTUBUPYCHBINI MOHUTOPHUHT;
- aHTUBHUPYCHOE CKaHUPOBAHUE;
- CKpHUIIT-O0JIOKUPOBAHUE;

- LEHTPAIU30BAHHYIO/YIAJICHHYI0O  YCTaHOBKY/IEUHCTAUIALIMIO  AHTUBUPYCHOTO
MPOJYKTa, HACTPOWKY, aJIMHUHUCTPUPOBAHHME, MPOCMOTP OTYETOB U CTATUCTHUYECKON

nH(popmaIuu 1Mo padboTe MPoAYyKTa;
- aBTOMATH3HPOBaHHOE OOHOBJICHHE AHTHBUPYCHBIX 0a3;

- OrpaHUYEHHUE MPaB MOJIH30BATENS HAa OCTAHOBKY MCIOJHAEMBIX 3a/1a4 U U3MEHEHUS
HAaCTPOEK aHTUBUPYCHOTO MPOTPAMMHOTO 00ECIICUCHUS;
- aBTOMAaTUYECKHUM 3aIlyCK Cpa3y MOCJE 3arpy3Ku ONEPallMOHHON CUCTEMBI.
IToncucrema peannusyeTcst MyTeM BHEAPEHHS CIENUAIbHOIO aHTUBUPYCHOTO MTPOTPAMMHOTO
obecnieuenus Ha Bce 3nmeMeHThl UCIT/IH.
6.4. [loacucTeMa MeKCeTEBOr0 IKPAHNPOBAHUS

IMoncucreMa MEXCETEBOrO DKPaHUPOBAHMS IMPEIHA3HAUCHA JUISI pealM3alliyl CIICTYIOIUX
byHKIMIA:
- ¢unpTpanuu  OTKpHITOro ©  3amudpoBaHHOro (3akpeitoro) IP-tpaduka mo
3aJJaHHBIM MTapaMeTpaM;

- ¢uKcaluu BO BHYTPEHHHMX >KypHajlax MH(OpPMALMU O MPOXOISAIIEM OTKPHITOM M

3akpeiToM IP-Tpaduke;

- UACHTU(UKAIMKU U ayTeHTHU(PHUKAIUIO aIMUHUCTPATOpa MEKCETEBOI0 dKpaHa MpHU

€T'0 JIOKAJIbHBIX 3aIlpocax Ha JOCTYII,
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- peructpauuu Bxoja (BbIX0Ja) aJMUHUCTPATOPa MEKCETEBOI'O SKpaHa B CHUCTEMY

(13 cuctembl) 100 3arpy3KU U HHUIMATIU3AIMHA CUCTEMBI U €€ IPOrPaMMHOT0 OCTaHOBA;
- KOHTPOJIS LIEJIOCTHOCTU CBOEH MPOrpaMMHON M HH(POPMAIIMOHHOHN YacTH;

- (UIBTPAIMK MAKETOB CIIY)KEOHBIX MPOTOKOJIOB, CIY)XAIIMX A JUATHOCTUKU U

yIpaBiieHUs] pabOTON CETEBBIX YCTPOUCTB;

- puIBTpaMM C YYEeTOM BXOJHOTO M BBIXOJHOTO CETEBOr0 HHTepdeiica, Kak

CpCACTBO IMMPOBCPKHU NOATIMHHOCTH CETCBBIX aAPCCOB;
= perucTpaliu U y4eTa 3alpanmnuBacMbIX CCPBUCOB ITPUKITIATHOTO YPOBHS;

- OJIOKMpOBaHUS JOCTYNa HEUACHTU(UIMPOBAHHOTO OOBEKTa WIH CyObEKTa,
NO/UIMHHOCTh ~ KOTOPOTO MpH  ayTeHTHU(UKAIMU HE IOATBEPIWIIACh, METO/AAMH,

YCTOMUYMBBIMHU K IIEPEXBATY;

- KOHTPOJIS 32 CETEBOM aKTUBHOCTBIO IPUIIOKEHNN U OOHAPY)KEHHUS CETEBBIX aTaK.

6.5. IloacucreMa aHaIM3a 3aLMAIICHHOCTH

[Toacucrema aHanm3a 3alIMIIEHHOCTH, JTOJDKHA OOECIEYMBATH BBISBICHUS YSI3BUMOCTEH,
cBsa3aHHbIX ¢ ommOkamMu B kKoHpurypamuu [1O MCIIIH, KOTOphIE MOTYT OBITH HMCIOJB30BAHBI
HapylLIUTEIEM JJIsl peaqnu3allii aTaku Ha CUCTEMY.

DYHKITMOHAT TIOJICHCTEMBI MOXKET OBITh PeaIM30BaH COOTBETCTBYIONIUMHU MPOTPAMMHBIMH
U IIPOTpaMMHO-aNNapaTHEIMUA CPEICTBAMHU.

6.6. IToncucTema oOHAPY KeHHS BTOPKEHUI

[TogcucTema OOHApY)KEHHUSI BTOP)KEHHH, JTOJDKHA OOECIICUYMBATH BBISBICHUE CETEBBIX aTak
Ha snemeHTsl VICIIJIH moakiIroYeHHbIe K CeTSM OO0IIero MOJIb30BaHUS U (MIIH) MEXIYHAPOIHOTO
oOMeHa.

OyHKIIMOHAT TOJCUCTEMBl MOXET OBITh pPEaJM30BaH MPOrPAMMHBIMH U TPOTPAMMHO-
aHHapaTHLIMI/I CpeI[CTBaMI/I.

6.7. Iloncucrema kpunTorpaguuecKoi 3aUTHI

IMoncucrema kpuntorpaduyeckol 3ammThl npeaHasHaueHa i uckimouenus HCJ[ x
samumiaemor uHpopmanuun B UCII[IlH MOY Cononeununckas COIL, nmpu ee mnepenauu 1o
KaHaJlaM CBf3M ceTed OOLIero moib30BaHUS U (WIM) MeXIyHaponHoro oOmena. Iloxcucrema
peanu3yercss TyTeM BHEIPEHUS MNPOTrPaMMHO-AaNMNApaTHBIX KOMIUIEKCOB KpUNTOrpaduiecKoi

3aIuThl UHGOPMALIUK.
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7. HOJBb30OBATEJIN UCIIJITH

B Konnenuuun wHpOpMannoHHOH 0€30MaCHOCTH ONpEAETCHBl OCHOBHBIE KaTETOPHH
nojs3oBarenel. Ha ocHOBaHMM 3TMX KaTeropuu JIOJDKHA OBbITh IPOU3BEJCHA THIM3ALUA
nosib3oBareneit ICII/IH, onpenenes ux ypoBEHb 10CTYIA U BO3MOKHOCTH.

B UCIIJn MOY Cononeunnnckass COILl  MOXHO BBIIEIUTH CIEAYIOUIME KaTeropuu

MoJTh30BaTENeH, ydacTByrOmUX B oOpadoTtke [1)[H:
- Cucremuslii agmunuctpatop UCIIIH;
- AnmunucTparop nadopmarnmonHon 6ezonacaoctu UCII/IH;
- Onepatop (nonb3oBatenb) APM;

- Ilporpammuct-paszpadboruank UCII/IH.
7.1. Cucremubiii agmuauctparop HCILIH

Cuctemnsnii agmunuctpatop MCII[n (ammuauBcTpatop THmOBoro cermenra JIITY) -
cayxkammii MOY  Cononeununckass COILl, oTBeTCTBEHHBIH 3a HACTPOMKY, BHEAPEHUE U
COIPOBOXACHUE TEXHMUYECKHUX WM NporpaMMHbIX cpencts APM u cepBepoB He cBsizaHHbBIX ¢ MC

MMUC «Pocrenekom», MUC «Burtakop.

Anmunuctpatop UCII/IH obnagaeT cnenyromuM ypoBHEM JOCTYNA U 3HAHUM:

- obmajgaeT moiaHOW WHGPOpPMAIMEH O CUCTEMHOM W MPHKIATHOM MPOTPAMMHOM
ob6ecnieuennn UC MUC «Poctenexom», MUC «Butakopy;

- o0namaer nmomHOM MH(pOpMaNHMel 0 TEXHUUECKHUX cpeacTBax U koHpurypamuu UC
MUC «Pocrenekom», MUC «Burakopy;

- UMEeT JIOCTYNl KO BCEM TEXHHWYECKHM CpeAcTBaM 00paboTku WHGOpPMAIMH U

nanabiM UC MUC «Pocrenekom», MUC «Burakop»;

- o0najaer mpaBaMu KOH(MUIYpHpPOBaHUS W aJIMUHUCTPATUBHOM HACTPONKHU

texanueckux cpeacts MC MUC «Pocrenexkom», MUC «Butakop».
7.2. AnMuHHcTpaTOp HHGOPMALMOHHOI 0€30MaCHOCTH

AnmuHuctpaTop uH(MOpManMoHHOW Oe3omacHocTH - cayxkammuid PMUAILL M3 PBb,
OTBETCTBEHHBIN 3a HACTPOWKY, BHEJIPEHHUE U COIMPOBOXKJICHHE TEXHUYECKHX W MPOTrPaMMHBIX
cpeacte UCII[ln  ¢ynxmmonupoBanne C3II[Jn, a Tak ke O0OCIy)XHBaHHE ¢ HACTPOUKY
aIMUHUCTPATUBHOM, cepBepHOM M kiaueHTcko kommoHeHT MC MMUC «Poctenekom», MUC
«Burakop». AamuHHCTpaTopoM HMH(DOPMALMOHHONW O€30IaCHOCTH MOMKET OBITh CIyXKallui
«COKPAIIIEHHOE HA3BAHUE OPI'AHU3ALIMSA», BemonHsiommii Te ke (QYHKIUA
agmuauctpupoBanus B npyrux UCIIIn MOY Cononeunnnckas COILl 6e3 mpaBa noctyna k MC
MUC «Pocrenekom», MUC «Buraxop.
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Kpome Ttoro, oOecrieunBaeT (yHKIIMOHHUPOBAHHE TOJCHCTEMBI YIPABICHHS IOCTYIOM
NCII/IH 1 ynoJHOMOYEH OCYILECTBIIATh MPEJOCTABICHUE U pa3rpaHUYEHHUE JTOCTYNIa KOHEYHOTO
nonp3oBarens (Onepatopa APM) k pecypcam UCTIIH.

AnMUHUCTpPATOp HMHPOPMAIMOHHOW O€30MacHOCTH O0JIajaeT CICAYIOIIUM  YPOBHEM

JIOCTyIa U 3HAHUM:
- obnmamaet nosHo# uHpopmaruei 06 MCII/IH;

= UMECT JOCTYII K CPCACTBAM 3allUThI I/IH(bOpMaLII/II/I H IIPOTOKOJIMPOBAHUA U K YaCTHU

Kkiro4eBbIx emenToB MCII/IH;

- HC HUMCCT IIpaB AOCTYIIa K KOH(l)I/Il"ypI/IPOBaHI/IIO TCXHUUYCCKUX CPCIACTB CCTHU 3a

UCKITIOYEHUEM KOHTPOJIBHBIX (MHCIEKIIMOHHBIX).
AamuHHCTpaTOp 0€30MaCHOCTH YIIOJTHOMOYEH:

- peanu30BBIBaTh MOJUTHKHN Oe3omacHocTH B yacTH HacTpoiiku CK3U, mexceTeBbIx
9KpaHOB M CHCTEM OOHApyXEHMsI aTak, B COOTBETCTBUM C KOTOPBIMHU I10JIb30BaTElb

(Oneparop APM) nonmydaet BO3MOKHOCTb padoTtats ¢ anementamu UCTI/IH;
- OCYIIIECTBIISTh AYJAUT CPEJICTB 3AIUTHI;

~ YCTaHaBJIMBATb JOBCPUTCIBHLIC OTHOIICHUWA CBOCH SaIHHIHGHHOﬁ CETH C CCTAMU

JIPYrux YUpexIeHui.
7.3. Onepatop APM

Omnepatop APM, ciyxammit MOY Cononeununckas COLL, ocymectBistommii 00padboTKy
[1Ta. O6pabotka I1/[n BKItOUaeT BO3MOXKHOCTH mpocmotpa [1J{H, pyuHoii BBoa I1/IH B cuctemy
UCIIH, hbopMupoBaHHe CIIpaBOK U OTYETOB Mo uH(popmanuu, nomyderanoit uz UCI1/In. Onepatop
HE UMEET MMOJTHOMOYUH I YIpaBJICHH ToicucteMamu o0paboTku nanabix u C3I1/1H.

Omneparop UCII/In o6nanaer cieayomuM ypoBHEM JOCTYIA U 3HAHHIM:

- o0najmaer BceMH HEOOXOAMMBIMM  aTpuOyTramu  (Hampumep, TMapoJieM),

o0ecrneynBaroMMH JOCTYI K HEKOTOpOMY IoAIMHOKecTBY T1/1H;

~ pacmnojiaract KOH(i)I/II[GHHI/IaJ'IBHLIMI/I JaHHBIMHU, B paMKaX OCYHICCTBJICHUSA CBOUX

JOJDKHOCTHBIX 00s13aHHOCTEH.
7.4. lIporpammuct-paspadorunx UCII/In

[TporpamMmMucTBI-pa3pabOTYHKH (MTIOCTABIIUKN) TPUKIATHOTO MPOTPAMMHOI0 00ECTICUCHHS,
o0ecrieynBaroIue €ro CONpOBOXKIACHHE Ha 3amuiaeMoM oOwvekTe. K maHHON rpymme Moryt
otHocuThbesl Kak cayxkamue MOY CononeunuHckas COII, Tak M COTpPYIHMKM CTOPOHHHUX
OpraHu3aIuu.

JInio 3Toi KaTeropuu:
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- obsagaer uHGopmManueil 06 aaropuTMax M mporpammax o0paboTku MHPOpMAIUU
Ha UCII/IH;

= 06J1a;[aeT BO3MOXHOCTAMU BHCCCHU OH_II/IGOK, HCACKIIAPpUPOBAHHBIX
BO3M0)KHOCTCI71, NporpaMMHbBIX 3aKJIaIOK, BpPCAOHOCHBLIX IIporpamMm B TIIPOTpaMMHOC

obecnieyenue VCII/In Ha ctaguu ee pa3pabOTKH, BHEIPEHUS U COMTPOBOXKICHUS;

- MOXET pacrioyiarats Jo0siMu hparmeHTamu uHGpopmanuu o tornonorun UCII/x u

TEXHUYECKHX cpeicTBax 00padoTku u 3amuThl [1/1H, oOpabdaTeiBaembix B UCII/H.
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8. TPEBOBAHUA K IEPCOHAJIY 11O OBECIHHEYEHHWIO 3AIIUTLI II1H

Bcee cayxamme MOY Cononeununnckas COUI, sensrommecss nons3oBarensmu MCIIH,
JTOJI’KHBI YETKO 3HATh U CTPOTO BBIMOJHITH YCTAHOBIIEHHBIE MPaBUjia U 00513aHHOCTHU 10 JOCTYIY K
3alIUIIaeMbIM 00BEKTaM U COOIIOIEHUIO IPUHATOTO pexnma OezonacHoctu [1/1H.

IIpn BCTymeHMM B JOJDKHOCTH HOBOIO COTPYAHMKAa HENOCPEICTBEHHBIM HadaJIbHUK
MoJpa3JieNieHuss, B KOTOPOE€ OH TIIOCTYIMaeT, o00s3aH OpraHu30BaThb €ro O3HAKOMIIEHHE C
JOJKHOCTHOM MHCTPYKIMEH U HEOOXOJUMBIMU JOKYMEHTAMH, PErIaAMEHTUPYIOIIUMU TPEOOBAHHUS
II0 3a1IuTe HI[H, a TaK¥XeE 06y‘-I€HI/IC HaBbIKaM BBIIIOJIHCHUSA IIpouecayp, H606XO[[I/IMI>IX JJIA
CaHKIIMOHUPOBAHHOTO Hcnoib3oBanus UCII/H.

[lonb3oBareny, HCMIONB3YIONIME TEXHUYECKUE CPEICTBA ayTeHTU(UKAIMH, TOJKHBI
o0ecreynBaTh COXPaHHOCTb UJIEHTU(PUKATOPOB (JIEKTPOHHBIX KIHOYEH), a TaK e BO3MOKHOCTb UX
yTepud WM HCHOJB30BaHUS TpeThUMHU JuuaMu. [lonp3oBaTenu HECYT MEPCOHATBHYIO
OTBCTCTBCHHOCTD 3a COXPAaHHOCTDH I/IZLCHTI/I(bI/IKaTOpOB.

[Tonmp30BaTeny MOJDKHBI CIICIOBATh YCTAHOBJICHHBIM IIPOLEIypaM IOACPKAHUS PEeKUMa
6e3omacHocTH [1/H mpu BeIOOpE M UCIIOIB30BAHUU MApOJiel (€CIH He UCTIONB3YIOTCS TEXHUYECKUE
CpeICTBa ayTeHTU(UKALIUH).

[onp30BaTeny JOHKHBI 00ECTIeUnBaTh HAMICKAIIYIO 3aIIUTY 000pYIOBaHHUS, OCTABIISIEMOTO
0e3 mpucMoTpa, 0COOEHHO B TEX CIIydasx, KOrja B MOMEIIEHHUE UMEIOT JIOCTYI MOCTOPOHHUE JIUIIA.
Bce monb3oBareny MOKHBI 3HATH TpeOoBaHUs 1Mo Oe3omacHoctu I[1/[H M mpolenypsl 3allUThI
000pyI0BaHuUs, OCTABICHHOTO 0€3 MPUCMOTPA, a TAKKE CBOM O0S3aHHOCTHU 1O OOECTICUCHHUIO TaKOU
3aIUTHL.

[onp3oBaresnsiM 3ampeniaeTcsi yCTaHABIMBATH IOCTOPOHHEE IMPOrpaMMHOE OOecredeHue,
MOJIKJIIOYATh JIMYHbIE MOOMIIbHBIE YCTPOMCTBA M HOCUTENU MH(OpPMAIUK, a TaK e 3aliChiBaTh Ha
HUX 3allUIIaeMyo HHGOPMAIHIO.

[onp30BaTessiM 3ampeniaeTcs pasrianiarh 3alrinaeMylo HTHPOPMaIKIo, KOTopas cTajla UM
n3BecTHa npu padore ¢ uHpopmarmonabiMu cuctemamu MOY Cononeununckas COILL, tpetpum
JUIIAM.

I[Ipu pa6ore ¢ I[Idn B UCIIn cayxamme MOY Cononeununckas COI o6s3aHbl
o0ecneynTh OTCYTCTBUE BO3MOKHOCTH npocMmoTpa [1/IH TpeThumu nunamMu ¢ MOHUTOPOB APM nnu
TEPMUHAIOB.

[Tpu 3aBepmienun pabotsl ¢ UCIIIn cioyxkamme MOY Cononeunnnckas COIL o6s3anbI
3amuTUTs APM MM TepMHUHAIIBI C TOMOIIBIO OJIOKMPOBKH KIFOYOM WJIM SKBUBAJIECHTHOT'O CPEICTBA
KOHTPOJISI, HAlpUMeEp, JOCTYIOM IO IMapOJIt0, €CIM HE HCIONB3YIOTCA Ooliee CHUIIBHBIC CpEICTBa

3aIHATEL.
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Cnyxamue MOY Cononeununckas COILl nomkab! ObITE pOMH(DOPMUPOBAHBI 00 yrpo3ax
HapymieHus pexunma Oe3omnacHoctu [I/lH M OTBETCTBEHHOCTH 3a ero HapyiieHue. OHU JTOJKHBI
OBITb O3HAKOMJICHBI C YTBEPXKIEHHON (OpMAIbHON TPOLEIYpON HAJTOXKEHHS JUCIUIUIMHAPHBIX
B3bICKAHUH Ha COTPYAHHUKOB, KOTOpbIE€ HApYIIMJIW NPUHATHIE TMOJUTUKY U TMPOLETYpPhI

oe3onacHocTH T1/]H.

Cnyxamue MOY Cononeununckass COI oOsi3anb1 6e3 nmpomemieHnst coo0marb 000 Bcex
HaOJI0IaeMbIX WM TOM03pUTENbHBIX ciy4asx pabotrel WCII/H, morymux mnoBiedb 3a co0oi
yrpo3sl Oe3omacHocTr [I/lH, a Takke O BBIIBICHHBIX HMH COOBITHSIX, 3aTPardBaIOIIUX
6e3omacHocTh [1JIH, pyKOBOACTBY TMoOIpa3feiieHHs W JIUIy, OTBEYAIOIIEMYy 3a HEMEIEHHOE

pearupoBaHue Ha yrpo3bl 0e3onacHoctu [1/1H.
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9. JOJ’KHOCTHBIE OBSI3AHHOCTH MOJIb30BATEJIEA UCTITH

JomxHaocTHBIE o00s3aHHOCTH moib3oBateneid MWCIIAH momkHBI OBITH  ONMHUCAHBI B

CJICAYIONNX JTOKYMEHTAX:

- Uucrpykuus cuctemuoro aaMmunucrtparopa UCII/In (AnMuHHMCTpaTOpa THUIIOBOTO

CEerMeHTa);
- Uacrpykuus anmuHuctparopa uHpopmarmonHon 6ezonacHocty MCIIIH;
- Uucrpykuus nons3osatens UCII/IH;

- UHCTpyKIUst TOJIb30BaTesl MO OOecredeHnuto 0e30MmacHoCTH HH(DOpPMAMH TIPU

BO3HHUKHOBCHHUU BHCIITATHBIX CI/ITyaHI/Iﬁ .
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10. OTBETCTBEHHOCTDb COTPYJIHHMUKOB YUYPEXIAEHUA

B cootBercTBHU cO cT. 24 DenepanpHoro 3akoHa Poccuiickoit denepannu ot 27 urons 2006
r. Ne 152-®3 «O mepcoHanbHBIX JaHHBIX» JIMIA, BAHOBHBIC B HApyIIEHWU TPeOOBAHUN JAHHOTO
@DenepanbHOTO 3aKOHA, HECYT TPaKIAaHCKYI0, YTOJIOBHYIO, aIMUHUCTPATUBHYIO, TUCIHUIITIMHAPHYIO
1 MHYIO IIPETYCMOTPEHHYIO 3aKOHOAATENbCTBOM Pocculickoii denepanuu OTBETCTBEHHOCTD.

JeficTBytomee  3akoHOAATEeNbeTBO P®d  mo3BossieT TpembsBIsITE  TPeOOBaHHUS — TIO
obecrnieueHnto Oe3zomacHoW paboOThl ¢ 3amumaeMod HH(popManueil u mpexycMaTpHUBaeT
OTBETCTBEHHOCTh 3a HAapyLIEHHWE YCTAaHOBJIEHHBIX NpaBWJ JKcIutyaTanuu OBM u cucrewm,
HEMpaBOMEPHBIA JNOCTYN K HH(QOpPMAIUU, €CIM JTH ACHCTBHS MpPHUBEIU K YHUYTOXKEHHIO,
OJIOKMPOBaHUIO, MOAU(DUKAIMU WHPOPMALMN WM HapylleHuto pabotsl DBM unu ceteil (ctatbu
272,273 u 274 YK PO).

Cuctemnsnii agmuauctpatop UCII[IH n anMuHUCTpaTOop MH(POPMAIIMOHHON 0€30MacHOCTH
HECyT OTBETCTBEHHOCTb 3a BCE JCHCTBHSI, COBEPLIEHHBIE OT MMEHM MX YYETHBIX 3allUCed WIN
CUCTEMHBIX YYETHBIX 3allUCed, €CIM He JI0Ka3aH (aKT HECAaHKIMOHUPOBAHHOTO HCIOJIb30BAHUA
YUETHBIX 3aIIUCEH.

[Ipu napymenusix nons3oBarerasimu UCII[AH npaBui, cBszanHbIX ¢ OezomacHocThio T1/1H,
OHU HECYT OTBETCTBEHHOCTh, YCTAHOBJIIEHHYIO JAEHCTBYIOIIMM 3aKOHOJATENHCTBOM Poccuiickon
denepauuu.

[lpuBeneHnsie BhIIE TpeOOBaHMS HOPMATHBHBIX JOKYMEHTOB IO 3alluTe HH()OpPMALUU

TOJDKHBI ObITh oTpaxeHsl B [lomoskernu o 3ammre [1/{n 8 UCIIIH 1 TOKHOCTHBIX HHCTPYKITUSIX.
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